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Vacancy No. 1027/2026

Postdoc Position (f/m/d) in Building
Healthcare Resilience Against Cyber-Attacks

Job description

In recent years, the number and severity of cyber-attacks against healthcare
providers and hospitals worldwide have increased significantly, resulting in
blocked access to patient data and critical services, appointment cancellations,
and closed emergency departments. This Helmholtz project is dedicated to
making an entire hospital network more resilient to future cyber threats by
developing a comprehensive and interdisciplinary approach. This project aims
to use operations research methods to support decisions on selecting and
implementing a range of appropriate preparation and response measures for
an interdependent hospital network to become resilient in the event of cyber-
attacks.

Your main tasks and responsibilities within this project are:

e Conduct academic research which will lead to high quality scientific
publications in the field of operations research and business analytics
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e Contribute to projects with academic and industrial partners, e.g. KASTEL,
Imperial College London, hospitals in Germany etc.
¢ Assist in teaching activities of the department

Personal qualification

e \WWe welcome candidates with a PhD with a quantitative focus, e.g.,
operations research, business or data analytics, finance, mathematics,
etc.

e Strong analytical skills

e Experience in quantifying risks and uncertainties desirable

o Ability to collaborate with others and work independently, take initiative
and show enthusiasm

e Good oral and written communication skills in English; German not
required

e We are looking for candidates with a strong drive and keen interest in
conducting meaningful and innovative research.

Organizational unit

Institut fur Informationssicherheit und Verlasslichkeit (KASTEL)

Starting date

as soon ap possible

Salary

Salary category EG 13 TV-L, depending on the fulfillment of professional and
personal requirements.

Contract duration

limited for one year (extension possible)
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Application up to

03.03.2026

Contact person in line-management

For further information, please contact Emilia Grass, e-mail:
emilia.grass@kit.edu (mailto:emilia.grass@kit.edu) .

Application

Applications with the following documents: curriculum vitae, cover letter, and
transcript of records.

Application

Please apply online using the button below for this vacancy number
1027/2026 .
Personnel Support is provided by

Ms Kehrer
phone: 0721 608-45415,

Kaiserstr. 12, 76131 Karlsruhe

We prefer to balance the number of employees (f/m/d). Therefore we kindly
ask female applicants to apply for this job.

Recognized severely disabled persons will be preferred if they are equally
qualified.

Apply (/en/jobs/169927/apply)
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KIT — The University in the Helmholtz Association
Home (https://www.pse.kit.edu/index.php) | Legals (https://www.pse.kit.edu/
impressum.php) | Privacy Policy (https://www.pse.kit.edu/datenschutz.php) |
Accessibility (https://www.kit.edu/redirect.php?page=barriere&lang=DEU) | Sitemap
(https://www.pse.kit.edu/sitemap.php) | KIT (https://www.kit.edu) |
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